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Summary 

While the vision and mission of a business is critical its success, the security of its data is 
critical to its very existence in the market. Data Deposit Box offers a non-intrusive, 
secure backup system that ensures data security with a minimum of investment in IT and 
IT related resources.  

Setting up an account with Data Deposit Box can be completed in two simple steps. The 
first requires the organization to register for the service and make the necessary 
subscription. The next step is to download the software and install it on the machines to 
be backed up. The backup then happens automatically and securely and the organization 
is free to pursue its business unhampered.  

Data Deposit Box is owned and operated by Acpana Business Systems Inc. The company 
is headquartered at Toronto, Ontario in Canada and has an office in New York, USA. 

Data Deposit Box offers to backup your mission-critical data at the cost of two dollars 
per gigabyte. When compared with other online backup services such as Idrive, Mozy, 
MemoPal, Keepit.com and Carbonite, at first glance, Data Deposit Box’s price of $2 per 
GB, a bit expensive. Most backup companies offer 1 or 2 GB free and some charge as 
little as $5 per month for unlimited storage space. However, with Data Deposit Box, there 
is no licence fee per machine.  If you need to backup multiple systems on to a single 
server, Data Deposit Box may be an ideal choice, as other online backup systems get 
more expensive when you select options for backups of multiple computers. Data Deposit 
Box also offers extra useful features like file and photo sharing as well as protection for 
Open Files, which is not the case, for example, with some other backup solutions.  

In addition, it is worth noting that Data Deposit Box does not delete any storage files 
when they have been deleted from your PC. This is important because accidental 



deletions are one of the main reasons for file backups in the first place. Other programs, 
for example, Mozy, automatically delete files after 30 days if they have been deleted 
from your PC. 

Data Deposit Box does not cater to the needs of pre Windows 95 users and Macintosh 
(although this is in development) and Linux users. If the machine on which Data Deposit 
Box is installed runs Check Point Software, ZoneAlarm, Firewall/security suite, settings 
will have to be adjusted to allow the software to communicate through the firewall. If the 
machine is running Windows Vista, setting will have to be adjusted in the “Programs 
waiting for Startup Approval” panel.  

The default list of programs that are automatically backed up are My Documents, 
Desktop, Favorites, Microsoft Outlook, and Microsoft Outlook Express. Other folders 
and files can be easily added to this list. This helps to ensure that bills do not escalate 
because users have inadvertently backed up large multimedia files.  

Once the set up process is complete, the backup is automatic. The backup client checks 
for changes in files and backs them up on the online server. The default assumption is 
that you are online on startup. If not, periodic checks will be made and data is backed up 
the first instance you are online. Since the amount of data to be backed up will be small 
after the initial backup process, the backup happens quickly and efficiently.  

When the “Suspend” option is enabled, the software detects keyboard and mouse activity 
and suspends the backup process, beginning again only when the activity stops. Backup 
activity can also be blocked out, by specifying times when backup need not be 
performed.  

File access and recovery can be initiated from the Data Deposit Box control panel or by 
connecting to the site using the web browser. The process is very simple. Users can click 
through the directory or search for specific file names with file wild cards. Searches 
within files are not yet provided however. The control panel on the desktop facilitates the 
process by displaying the active (files being backed up) and inactive directories.   

Data Deposit Box allows users to save up to 28 versions of individual files. Users can 
specify a minimum time between versions and also view versions using a time stamp 
criteria. This feature is available only if the versioning feature is enabled in the client. 

Latest versions of entire files and directories can be recovered from the Data Deposit Box 
control panel. Files can be recovered one at a time using the Web interface.  

Since all data is backed up into the central web server, files can be shared with other 
users, using a simple authorization system such as emailing of password-protected links. 
This puts Data Deposit Box at an advantage over some of its competitors who do not 
offer a file-sharing feature.  



Data Deposit Box has built up a security system that uses encryption technology (called 
the blowfish algorithm) that is stated to be “bank-grade”. All data is encrypted first and 
then transferred to the online server. The key that decrypts the information is available 
only to the user and no one else. Since the delete feature is not automatic, files cannot be 
inadvertently deleted from the server. However, the clean up wizard will allow users to 
clean up and remove files and folders that are no longer required.  

You can download a free, unlimited 14-day trial version of Data Deposit Box from the 
site by providing some personal information and credit card details.  

Occasional problems that one encounters while using Data Deposit Box could be missing 
file extension or messages that say that you do not have permissions to view a particular 
file.  
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Getting Started with Data Deposit Box 

Before downloading and installing Data Deposit Box, users must ensure that they are 
using a Windows Operating system that is of post 95 vintages. It does not work with 
Macintosh or Linux.  

Users can take advantage of an unlimited 14-day trial before actually subscribing to the 
services of the company. 



The product is supported by the company through 24-hour email support, telephone 
support during business hours and FAQs.  

Pricing  

At the end of the 14-day trial, a user can subscribe to the service by paying $2 per 
gigabyte. There is no limitation of space by allocation, and users will be billed for the 
space used at the end of the month. This could prove expensive if users upload numerous 
large multimedia files.  

The Installation Process 

Subscribing to Data Deposit Box is a simple two-step process.   

Click on the Sign up button on the website www.datadepositbox.com and select the type 
of registration you would like to have—business or individual user.   

 

In the next screen that appears, fill in the personal information: 

 

 
 
Then enter the credit card information in the next screen: 
 



 
 
On completion of these formalities, an instruction screen appears telling the user that an 
email has been sent to the email account specified. The user must click on the activate 
account link in the email to activate the account and download the executable file for 
installation.  

 

Completing the process brings back to a screen wherein one has to agree to the terms and 
conditions and proceeds to download the executable file. 
 
The installation of the software takes a few minutes and an icon appears on the task bar, 
allowing the user to open the Data Deposit Box control panel on the desktop and to 
configure the application for backup.  
 
After the installation is complete, the user needs to ensure that ports 80 and 443 of the 
firewall are configured to allow ongoing web traffic. 
 

Selecting Files, Settings and Initiating Backup 
 
The company website says Data Deposit Box will select popular folders such as 
Windows Desktop; Windows Favorites; My Documents; Microsoft Outlook or 
Outlook Express for automatic backup. Other folders and files can be added to the list 
by opening the control panel, navigating to options and selecting the files and folders for 
backup. On startup, however, we noticed that the status indicated that, “no folders 
selected for backup”. 
 



 
 

Once folders have been selected, the status changes and the folder selected for backup is 
displayed in the status section of the dialog box. The progress of the backup is also 
visible to the user as illustrated below: 
 

 
 
The settings tab on the backup selection panel allows users to select the number of 
versions of a file that can be stored in the backup (ranging from 1-28); the delay time 
between versions (ranging from no delay-24 hours); the language preference; the log 
level; the amount of bandwidth allocation, etc… 
 
 



 
 

The folders tab in the control panel gives access to the files and folders on the PC and 
users can specify the folders to be backed up.  
 

 
 
Data Deposit Box checks for changes in the files and folders you have specified for 
backup and automatically backs them up if there are changes, the moment you are online.  
Hence, there is no provision for scheduling of backups. However, users can schedule 
times when they do not want to backup the files and folders by navigating to the Block 
Out tab.  



 

 
 

The Advanced tab allows users to specify the proxy server or select the location for 
temporary backup folders and files. 
 

 
 

The Exclude tab provides for excluding specified file extensions that need not be backed 
up. For instance, users can exclude all multimedia files by specifying extensions such as 
.wmv, .mpg, .vob, .mpeg, etc.  
 



 
 

All data backed up by Data Deposit Box is compressed, encrypted and securely 
transferred using bank-grade encryption and transfer protocols. This data is accessible 
only by the subscriber, who has the unique password and user id.  

The backup process in no way slows down the system. The backup happens only when 
the system is idle and when no mouse clicks or keystrokes are detected within a file. If 
the remote backup gets interrupted, the patented process resumes from the point it left off 
as soon as Internet connectivity is restored.  

Multiple PCs can be linked to a single account using the same user name and password. 
Multiple users can also be connected to a single account with different user names and 
passwords and each user can be given a secure user area that has exclusive or shared 
access. The billing can be in a single name or in multiple names. 

Servers of different kinds can also be backed up, by installing the Data Deposit Box 
client on the server and configuring it to backup the server data. Detailed steps for 
configuring the backup client on different types of servers is available in the thorough 
documentation found on the self-help section of the website.  

Data Recovery Agent Configuration for Security and Encryption 
 
The Data Recovery Agent needs to be configured and set up before the files and folders 
can be encrypted during upload and download using the Administrative Tools>Local 
Security settings on the Windows Operating system.  

Accessing Files and Folders that have been backed up 



Data Deposit box uses Dell technology based servers.  All data is securely stored in a 
carrier grade data center which is home to more than 150 telecommunications companies 
and is one of North America's most connected buildings with 9 unique fibre-optic 
networks, 25 diverse entrances, and more than 7,000 strands of fibre. The physical 
infrastructure is secure as there are several levels of access controls and round the clock 
security officers. Access to the data is only available to the subscriber and the data center 
is two-way encrypted.  

User data can be accessed using the Windows Backup Client or the Web Client. The 
Windows Client is the control panel that can be opened with the click of a button from 
the task bar. The Web client can be accessed by logging in to the server using through the 
website of the company.  

 

A control panel is available to the user to perform different activities on the data: 

 

The user data can be accessed by selecting “My Data” option.  



 

The files and folders you want to view can be accessed by clicking through the directory. 

 

The Corporate administration link allows users to restrict specific IP addresses from 
attempting access to the data. Multiple computers can be given access to the data using 
the same user name and password.   

Data Deposit Box supports collaboration. Files and folders can be shared with others by 
providing secure user access to the data stored on the server or large attachments can be 
mailed to colleagues from the server so that the data becomes accessible over the Internet 
from any part of the globe or any system. Just select the folder in the tree View and click 
the “File Share” button at the top of the data display screen.  



 

Files can also be shared with non account holders and others by navigating to the ‘Online 
Storage’ section of the web client and marking the file as ‘Shareable” and assigning it a 
password. A unique URL will be assigned to the file for download and a log will be 
created of the date and time of download by persons authorized to download the file.  

Restoration of Files and Folders 

Open the control panel the desktop and select restore.  In the dialog box that opens, select 
the folder to be restored and click the restore button!   

 

The folder will get restored to the original directory from which it was backed up.  
However, if the user needs to retrieve a previous version of the file or folder, they will 
need to navigate to “Online Storage”; find the file in the tree and then download it using 
the download button.  

Reports 

Data Deposit Box has rich reporting features. It reports on files and folders backed up and 
restored during the course of the day. It also displays currently active backup and restore 



processes. A number of logs are generated to help users keep track of backups, restore 
operations, downloads by users and also errors that are encountered during the various 
processes.  

The level of details maintained by the logs can be set to be normal or high depending on 
the need of the user. However, detailed logs tend to take up more space on your desktops 
and are generally not recommended for long periods of time.  

Conclusion 

Data deposit Box is among the popular backup services in the market today. It is an ideal 
backup solution for small and medium business. The interface is user friendly and 
extremely simple. Pricing is based on per account, not per PC. This pricing scheme 
attracts SMBs, as do all of the added features that it offers, such as “suspend and 
resume”, open file protection, and file sharing. 
 
Data Deposit Box has been singled out for its interruptible backup capabilities and has 
been awarded a patent for Continuous Online Backup a couple of months ago. We 
believe that this is a major accomplishment for Data Deposit Box. Basically, this patent 
allows Data Deposit Box to issue demand letters to cease and desist to all online backup 
companies, with same or similar technology. But, so far, we have not heard whether Data 
Deposit Box is pursuing this or not.  
 
Data Deposit Box serves over 35,000 customers, and has been in the online backup 
business for almost 6 years now. So, their service is mature and reliable. We have not 
seen any reports of server instability. Data Deposit Box has several enterprise level 
companies as its customers and has built a strong resellers network in its Partner 
Program. 
 
The Data Deposit Box website is very much optimized for search engines and it is 
usually displayed on first page for keywords, like “online backup” in Google. Where 
Data Deposit Box falls short is in its marketing plan. Despite this, it has enjoyed over five 
per cent growth month over month for the past year, and has been consistently profitable 
for over thirty months.  
 
If Data Deposit Box can sort out its marketing plans and promote its product in public 
blogs, its own corporate blog, technology sites, and more, it could potentially become a 
household name, at the very least; it could maintain the leading position that it has been 
enjoying since 2003/2004. 
 
 
 


